
Handpicked elite military and intelligence cybersecurity veterans.



NOT FOR (their) PROFIT
How to prepare for an inevitable cyber-attack



Today:

- get your order in
- evolving threat landscape
- cyberattacks explained
- defences & tools to defend your practice
- how to elevate your cybersecurity



offices in:

USA | Canada |  Mexico | Israel

Rx:

military | intelligence | consulting 



cyberADVISORY cyberPROFESSIONAL

cyberBREACH cyberMANAGED

services



Horror Stories…
Constant Contact USAID compromised. The attack targeted roughly 3,000 accounts at more than 150 organizations. May, 2021

Blackbaud – major data 

breach. Affected many in the 

non-profit sector. July, 2020

Colonial Pipeline Ransomware. East Cost was days away from major interruptions. May, 2021

Oklahoma cancer center's EHR 

server breached by hackers, 

exposes 8,000 patients' data. 

June, 2021



Increased Criminal Activity
Number of significant cyber incidents since 2003 
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Zoom-in on Increased Activity
Cyber Attacks (weekly average)



The Main Drivers for the 
Increase

Source: Future Risk Report 2021, AXA 

Cybersecurity Experts 
Shortage 

Accelerated 
Digital

Attack’s 
ROI

+ Nation-states + Volunteers

Work From Home



Your People Expect

Use every device Access any applicationWork anywhere



In The New World 
We Want To Use Any Device To Access Any Application
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1 of 5 businesses suffered an impactful breach

every 39 seconds a business is hacked

Weeks of downtime. Many SMBs do not recover



21% of North American foundations reported a 

security breach in the preceding two years.

31% of all nation-state notifications that we send out 

to organizations go to nonprofits. (MSFT)



Average Ransom Payments



Cybercrime Damages

|  $11 Trillion$2 Trillion
2021 2025

* Cybersecurity Ventures



What Are You Most Afraid 
of?

Risk Experts

1. Cybersecurity Risk

2. Climate Change

3. Pandemics and infectious diseases
4. Social Discontent and Local Conflicts 

5. Geopolitical Instability

General Population

1. Pandemics and infectious 
diseases
2. Climate Change

3. Terrorism and New Security 
Threats
4. Cybersecurity Risk

5. Social Discontent and Local 
Conflicts 

Source: Future Risk Report 2021, AXA 



Breach Business Impact
short term medium term long term

Direct 
costs

Consultant fees 

Cyber ransom and extortion losses 

Financial theft 

Insurance excess 

Staff response (overtime) 

Staff response costs (contracting external 
staff)

Changes in cyber security practices

Compensation/discounts

Complaints (external)
Fines

Investigation (external)

Legal

PR/marketing activities (external)

Recruitment costs

Third party liability

Credit rating/insurance premiums

Cyber security improvements

Investment/donor/funding loss

Staff costs (long term)

Training costs

Training costs (external resources)

Share value

Indirect 
costs

Containment 

Data and software loss 

Intellectual property theft 

Interruption of staffs’ business as usual 
activities (opportunity cost) 

T equipment damage 

Notification costs (authorities) 

Notification costs (customer) 

Physical equipment damage (not including it 
equipment damage) 

Interruption of service

Complaints (internal)

Investigation (internal)

Post-breach customer protection

PR/marketing activities (internal)

Customers departure

Customer attrition 

Cyber security improvements (opportunity 
cost) 

Long term productivity 

Supply chain attrition 

Training costs (internal resources) 

Training costs (opportunity cost)



Types of Attacks



Drivers 
for Threats

Malicious Insiders

Negligence

Disgruntled 
Employee or 
Contractor

Activists

Compromised
Employees

Competition/
Agent for Hire

HACKTIVISTS

ORGANIZED CRIME

THE INDIVIDUAL

NATION – STATE

$

CYBER TERRORISTS

Who’s Attacking You?



The cybercriminal monitors 
the inbox to obtain information 
about invoices, payments, and 

other financial details. 

Anatomy of Attack (example)

A cybercriminal sends a targeted 
phishing email 

The recipient clicks on the link 
and is directed to a phishing 

website. 

The cybercriminal uses those 
credentials to set a forwarding rule 
to send copies of all emails to his 

own inbox. 

When the opportunity arises
(intelligence driven), the 

cybercriminal send a fake invoice to 
the organization’s customer, 

informing the customer of new 
banking details. 

Not realizing that the email is 
fake, the customer pays the 
invoice, depositing money 

directly into the cybercriminal’s 
bank account. 

Breach/
Infection:

Control & 
Intel Gathering:

Attack 
Execution:

The recipient of the targeted 
email enters his or her 

credentials into the website 

1 2 3

4 5

6 7

W
EEKS
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ONTHS 

12 HOURS



Social Engineering and 
Phishing

65% of attacker groups used spear phishing as the primary infection vector.



Phishing

SMS EMAIL



No food for you!
You’ve been phished!
- Establish trust
- The right context
- Sense of urgency 
- Leveraging human nature
- Device of choice
- Disarming defenses



Phishing Is Smarter Now
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BEC
Spoofing/CEO-CFO Fraud

94% of malware was delivered via email.



BEC/Spoofing/CEO-CFO Fraud

FBI has estimated losses from such fraud to 4.1 Billion USD



Email Protection Starts with the Basics 
• Sender Policy Framework (SPF)  - an email 

authentication method designed to detect 
forging sender addresses 

• DomainKeys Identified Mail (DKIM) -
allows the receiver to check that an email 
claimed to have come from a specific domain 
was indeed authorized by the owner of that 
domain

• DMARC email authentication protocol that 
give email domain owners the ability to 
protect their domain from unauthorized use, 
commonly known as email spoofing

Organization Job TitleSPF DKIM DMARC
Acenda,  Inc. CFOYES YES NO
ACI Medical & Dental School President YES NO NO
Allegro School Director of TechnologyYES NO NO
Allies,  Inc. ControllerYES NO NO
Catholic Charities  Trenton CFOYES NO NO
Enable Assistant CEOYES NO NO
Family Resource Network IT CoordinatorYES NO NO
Fanwood-Scotch Plains YMCA Director of Finance & HRYES NO YES
French American School of Princeton HOSYES NO NO
Institute of music OutreachYES YES NO
Jewish Family Service of Atlantic County Inc.CFOYES NO NO
Mayo Management Consulting,  LLC PrincipalNO NO NO
Mercadien Staff Associate internal auditYES NO YES
New Jersey Community Capital Systems ManagerYES YES NOT ENABLED
New jersey Community Loan Fund IT ManagerYES YES NOT ENABLED
New Jersey Institute for Disabilities Quality Assurance & Policy Development YES NO NOT ENABLED
New Jersey State Nurses Association CEOYES NO NO
Newcombe Foundation Executive DirectorYES NO NO
njcc interim ceaoYES YES NOT ENABLED
Non-profit Accounting Solutions PresidentYES NO NO
Oaks Integrated Care VP of TechnologyYES YES NO
OCEAN,  Inc. CFOYES YES NO
Philadelphia Bar Foundation Director of OperationsYES YES YES
Princeton Area Community FoundationCFOYES NO NO
Programs for Parents Director of Information TechnologyYES NO NO
Project Live,  Inc. Human ResourcesYES NO NO
Real Possibilities Sr ConsultantYES YES NO
Spectrum for Living President & CEOYES NO NO
Team Management 2000,  Inc. Deputy DirectorNO NO NO
The Arc of Hunterdon IT AdminYES NO NO
Trenton Health Team Inc. Outsourced AccountantYES YES NO
Vistage ChairYES NO NO
Woodmere Senior Citizens Housing ManagerYES NO NO
YCS CTOYES NO NOT ENABLED



Ransomware

40% of spam email contains ransomware (IBM)



Ransomware Attack



Browser Highjack Fraud



USB Drop

Unattended USB Devices: Another common avenue how hackers break into 
organizations



Man in the Middle Attack

A very old attack technique that is still valid today – often 
seen in public places with “Free” Wifi access

Original Condition

New Connection

Attacker

User

Web App

X



Defending Against
Cyber Attacks



Cybersecurity Program Fundamentals 

Identify
• Asset Management
• Business Environment 
• Governance
• Risk Assessment 
• Risk Management Strategy

Protect
• Access Controls
• Awareness & training 
• Data Security 
• Information protection and 

procedures
• Maintenance
• Protective technology

Detect
• Anomalies and events
• Security Continuous Monitoring 
• Detection process

Respond
• Response Planning 
• Communications 
• Analysis
• Mitigation
• Improvements 

Recover
• Recover Planning 
• Improvements
• Communications



Cybersecurity Program Fundamentals 



1. Identify Crown Jewels
2. Gain Visibility
3. Introduce Resiliency (p/t)
4. Nurture Awareness Culture (p)
5. Proactively manage business-risk

Control Your Destiny



Limited budget?

Use the righttools for the right job. 

Controlwhat’s under your control.

Setconfigurationsright.  Not Easy.



Passwords are a big 
problem.



Password Management

Cat and dog names
Kids names
Names and special dates
Same password, different variations
@ instead of “a”; ! Instead of 1 
Password under the keyboard
Password Manager



Multi Factor Authentication

For critical accounts including 
email, financial, social media , 
health related accounts or any 
solution that supports it!



Email and productivity suites are 
wide open, and most commonly 
used.



Email and Productivity Suites
Keeping Up With The Adversaries



Documents macro analyzer 

Email and Productivity Suites
Keeping Up With The Adversaries

Human Interaction Simulator

Neural Network Model

CPU-level Detection

AI-based Behavioral Patterns
Evasion Detection

DeepScan

Macro Analysis

Virtual Network Service

Malware DNA
Click-time URL Protection

Malware Universe Model

Network Activity Monitor

AI 
ENGINES 

NON-AI 
ENGINES

VERDICT

AI-based Aggregator Model

Reputation Analysis



Traditional Anti-virus Protects
Against Yesterday’s Threats



End Point Detection and Response (EDR) 
Block Malware Before It Infiltrates  Your Organization

FORENSICS

EVENT GRAPH



Mobile is the new soft underbelly.



Mobile Security



Cyber Attacks @WFH

• Everyone is working from home
• Home environments are typically 

insecure
• Home automation like Alexa and 

Google Home listen to all our 
conversations
• Smart Devices at more risk of being 

compromised
• If personal devices are compromised, 

it may be possible to get access to 
corporate data and resources



• Change default Passwords
• Update all software
• Do not connect the device to 

the internet, unless necessary
• Review privacy settings
• Choose Minimal Viable 

Privacy
• Turn off data and analytics 

sharing

Secure Smart Devices



Control The Under-controls



q Think before you click – don’t click links or reply to suspicious emails. Check the address 
of the sender.

q Chose passwords that are unique and complicated.  Always change IoT default 
passwords. Make it easy use a Password Generator.

q Set multi factor authentication on all key accounts.

q Apply all software updates. 

q Have a ransomware proof backup. Follow 3-2-1.  Test backup.

q Use the right tools to protect systems, communication and users.

Easy To Do & Cost (almost) Nothing:



q Use private and protected Wi-Fi connections.

q Assume your device listens to you 100% of the time – If you want 100% 
confidential meeting shut it down. To be more specific disconnect desktop from 
electricity, laptop from electricity and battery.

q Prevent physical access to endpoints, servers, printers, network components. 

q Ensure your staff is constantly cyber trained. Everyone has a role to play!

q Plan for the worst – Prepare Incident Response Plan 

q Take our 5 minute online self-directed assessment for actionable recommendations

Easy To Do & Cost (almost) Nothing:



Work With Experts

Cybersecurity IT

False Sense of Security



Q & A
Was your email breached? 5 minute organization security assessment

For You For Your Business

www.armourcyber.io/email-check www.armourcyber.io/self-assess 

http://www.armourcyber.io/email-check
https://www.armourcyber.io/self-assess


Thank You
For further details contact:

David Chernitzky
Co-Founder &CEO
Mobile: +1-(416)-702-8867 
david.chernitzky@armourcyber.io

Jeffrey M. Zeiger
General Manager USA
Mobile: +1-856-308-8698
jeffrey.zeiger@armourcyber.io www.armourcyber.io

mailto:david.chernitzky@armourcyber.io
mailto:jeffrey.zeiger@armourcyber.io
http://www.armourcyber.io/

